Local Segment - Only the node that originates a Local
Segment supports the instruction and thus is the only node
to install it in its forwarding table.

Global Segment - All SR enabled nodes in the SR Domain
support the instruction that is associate with a Global
Segment. So each node installs the instruction in its

forwarding table.

> An MPLS Label

> An IPv6 address (SRv6)

> An index value in an MPLS label space - if this
method is used, the SRBG (which is included in the
SID-advertisement) is combined with the index reach

the label.

A SID (Segment Identifier), as the name suggests,
identifies a Segment. The format of a SID can be:

Segment Routing - Segment Types

Segment Operations
PUSH - Insert new instruction at the head of the Segment List. If MPLS labels are used a new label, representing

that Segment, is PUSHED onto the stack.

CONTINUE - The active segment is not complete. If MPLS labelling is used the label is SWAPPED for the label that
next hop uses for this SID. If the same SRGB is used within the domain, this swap operation will be to the same
label. The continue action will invoke PHP if the forwarding node is the penultimate node to the originator of the SID,
and the “PHP-off” and “Explicit-Null” flags were unset in the SID advertisement (the default is for both to be unset).

NEXT - The active segment is complete so the next one in the list becomes the active segment. If MPLS labelling is
used the top most label will be POPPED.

Type & . .
Segment” . .y.p - Instruction™* Details Example
Significance
= 00: 6.6.6.6/24
X~ SID 16006
. Steer Traffic across the gs'::)e(:il:tgcllDw(i:tahnaors..ilr{gblg / \ ~
) Prefix Segment ECMP-aware shortest efix — =
'g" P’ef':‘ with Global path to the prefix pretix. Rl _—
egmen Significance i i
‘g assoclsated w'ih that A Prefix-SID can be assigned W
egmen to any prefix, not just a /32
or /128 host prefix.
Incoming Active Segment: 16006
Action: CONTINUE
Next hop: R2 and R4 (ECMP)
100: 6.6.6.6/32
SID 16006
A Node-SID is a special type of / \ ==
Steer Traffic across the Prefix-SID. It’s forwarding is ~
Prefix Segment ECMP-aware shortest identical to a Prefix-SID.
IGP Node with Global th 16 the orefi _—
Segment L path to the prefix ) ) )
Significance associated with that The Node-SID is associated with a
Segment prefix that identifies that host and \/
must be a /32 or /128. The N-Flag : : i
in a SID advertisement identifies it IncomlrE ACt'-Vggﬁ(‘%meSE HED2E lo0: 5.5.5.5/32
Node SID. otion SID 16005
asa Next hop: R2 and R4 (ECMP)
Incoming Active Segment: 16005
Action: CONTINUE
Next hop: R4
Traffic is forwarded to the Incoming Acti.ve Segment: 16024
nearest and anycast node. If Anycast-SID 16024 Action: CONTINUE
multiple nodes within the I" _____ 1 Next hop: R2
Steer Traffic across “Anycast Set” have the same A/‘I/\ ¥
the ECMP-aware cost then packets will be load | H
shortest path to the balanced. There are inherent I \
prefix associated redundancy advantages as : | ==
IGP Anycast Prefix Segment with that Segment. with any Anycast setup. | :
Segment with Global There could be . . [ | /
Significance multiple nodes Using an Anycast SID is useful \\w
advertising that if you want steer traffic via a !
Segment. set of transit nodes on the way o I
to a destination. I00: 1.1.1.24/32
Incoming Active Segment: 16024 On both R2 and R4
The N-flag will not be set when Action: CONTINUE are advertised with
advertising Anycast-SIDs. Next hop: R2 and R4 (ECMP) Anycast SID 16024
These are assigned locally by nodes
for their own adjacencies. These are
ad_vertlsed through_m.lt th_e SR Incoming Active Segment: 17021
domain but only the originating node Action: NEXT
will create a forwarding entry for it. Adj-SID 17021 Adj-SID 17023 Outgoing interface: to R1
Ste_er Traffic out of This is typically done to forward Incoming Acti_ve Segment: 17024
Adjacency the link(s) of the IGP traffic out of an interface towards a Action: NEXT
(Layer 3) Segment with ad@cengy associated destination if the shortest path to Outgoing interface: to R4
IGP Adjacency Local Significance with this segment, that destination is not out of that Incoming Active Segment: 17023
Segment to the advertising regardless of lowest interface (if it was, the Prefix-SID A SID 17004 Action: NEXT
node cost would simply be used) é - Outgoing interface: to R3
There can be more than one Adj-SID \
associated with a link, such that
each Adj-SID has a different
property linked with it
IGP adjacencies are formed over lReami - i
g Active Segment: 17123
layer 3. LA% protocols bundle L2 Adj-SID 17123 Action: NEXT
. several layer inte aces together, L2 Adj-SID 17223 Outgoing interface: upper port to R3
Steer Traffic out over which one single IGP L2 Adi-SID 17323 Bund : :
Adjacency of the referenced adjacency is formed. A layer 2 I o Incoming Active Segment: 17223
Segment with Layer 2 bundle Adjacency-SID is associated with | eemhEa
Layer 2 Local Significance member, typically a specific link of a layer 2 bundle. Adi-SID 17023 Outgoing interface: middle port to R3
Adjacency to the advertising a physical ! —_— Incoming Active Segment: 17323
Segment node interface that is For example, a layer 2 Adjacency- / i ':»\ B Action: NEXT
part of a LAG SID can be used to send traffic = Adjacency Outgoing interface: lower port to R3
over a specific interface of an Incoming Active Segment: 17023
EtherChannel, even if only one IGP \ I Action: NEXT
adjacency is formed over that Outgoing interface: Po1 (using ECMP)
EtherChannel
Group Adj-SID 17123 s . Incoming Active Segment: 17123
Ao Action: NEXT
L. . Group Adj-SID 17223 Outgoing interface: rtt
This is used in cases whereby utgoing interrace: upper port to
Adiacenc Steer Traffic out of the there are multiple adjacencies R3
Group s 'ln nt w)i’th link(s) of the grouped between nodes that are not Incoming Active Segment: 17223
Adjacency Loc:IgSieni ficance IGP adjancenc(ies) bundled together using a LAG Action: NEXT
Segment to th g risi associated with this protocol, but you still wish to / Outgoing interface: ECMP over
o the :ozz 1sing Segment, group ports together. == the lower two ports to R3
in an ECMP manner \
R3 and R4 have BGP
sessions to R1 and R2
BGP Prefix Steer traffic along A BGP prefix-SID is
Segment with the ECMP-aware associated with a BGP Incoming Active Segment: 16004
BGP Prefix Global Signficance BGP multi-path to prefix in the same way Action: CONTINUE
Segment - understood by all the prefix an IGP Prefix-SID is Next hop: R1 and R2 (ECMP)
nodes in the SR associated with associated with an IGP
BGP Domain this Segment prefix (OSPF or IS-IS) é
100: 4.4.4.4/32
SID 16004
R4 and R5 have BGP
Traffic is forwarded to the nearest sessions to R1, R2 and R3
anycast node via the BGP learned Incoming Active Segment: 17023
prefix. If multiple nodes within the Action: CONTINUE
“Anycast Set” have the same cost Next hop: R2 and R3 (ECMP) BGP Anycast-SID 17023 100: 1.1.1.23/32
then packets will be load Fr~"T T Tttt T TS On both R2 and R3
BGP Prefix Steer traffic along the balanced. There are inheren_t | | are advertised with
Segment with ECMP-aware BGP multi- redundancy advantages as with : | BGP Anycast SID
BGP Anycast Global Signficance path to the prefix any Anycast setup. J 17023
Segment - understood by all associated with this . . .
nodes in the SR segment. There could be This is useful to identify a group of
BGP Domain multiple nodes transit nodes, for example spine
advertising this Segment. nodes running BGP in a DC, to
steer the traffic through on the
way to some other destination.
i If R4 receives a segment list of 100: 5.5.5.5/32
The N-flag will not be set when {17023, 16005} the packet will SID 16005
advertising Anycast-SIDs. transit R2 and R3 using ECMP
before being sent to RS
) Incoming Active
BGP _Peer Node §eg_ments spe_clfy Segment: 16002 BGP-LS
a neighbor and is signalled using Action: NEXT — Peerings
BGP Link State. Next hop: R2
Control Server
Steer_ '!'rafﬂc to the Th|§_Segment will (_Jv_errlde tl_\e Peer Nbde SID 16002
BGP Peer BGP Peer Segment specific BGP peer traditional BGP_declsmn making
Node Segment with Local node via ECMP process. It applies to both eBGP BGP-LS is used to / \ Peer Node SID 16003
Significance multi-path towards and iBGP. communicate the
that peer router SIDs assigned by / // \ \
The BGP Peer Node-SID is R1 to the central y /¥ 14
associated with a prefix that control server. BGP Peeri
identifies that BGP Peer. GP Peerings
AS 2 AS 3
BGP Peer Adjacency AS 1
Segments specify a path
or link to a specific Incoming Active BGP-LS
neighbor and is signalled Segment: 16031 N Peerings
using BGP Link State. Action: NEXT
Next hop: R3 (via left link) c 'S
s Traff h For single-hop BGP ontrol Server
teer Traffic to the session, a BGP Peer Peer Adi
o g j SID 16031 ;
BGP Peer BGP Peer Segment speclgc B_GPhpeer Adjacency SID is not 7L$ Peer Adj SID 16032
Adjacency with Local node via the created since the BGP :
Segment Significance specified interface Peer Node SID provides BGP-LS is used to / ) eBG;’eeMriL:]Ighop
towards that peer the same functionality. communicate the / v Between
SIDs assigned by /
. . Loopbacks
This segment will R1 to the central % A loopback to loopback peering is
override the traditional control server. used to illustrate different Iinksgto
BGP decision making what is the same neighbor (interface
process It applies to AS 2 AS 3 to interface would require two BGP
. i king the assigned
both eBGP and iBGP. > cegments BGP Poor SIDY.
BGP Peer Set Segments specify
a group of neighbors, the Incoming Active Segment: AS 1
resulting instruction of which is 17123 BGP-LS
to ECMP towards those Action: NEXT — Peerings
) neighbors. Next hop: R2 and R3 (ECMP)
Steer Traffic to the
BGP Peer Segment specific BGP peer This is similar to the Anycast “ ngfnfjg"‘R‘j";r']Z‘:;'er © Control Server
BGP Peer with Local node(s) that are BGP SIDs but refers to 9 neighbors not links - é
Set Segment Significance members of the set neighbors and not BGP prefixes A \/
via ECMP BGP learned from neighbors (as it the BGP-LS is used 1o ( ) X -
multi-path ith BGP A t-SID ) ——
P case wl nycas s) communicate the SIDs \\ \ ]
This segment will override the ass;gn:ed b{i R|1 to the I N \\ /
traditional BGP decision making central control server. - BGP Peerings
process. It applies to both eBGP -—
and iBGP.
Peer set {R2, R3}:
Label 17123 AS 2 AS 3

by Steven Crutchley

* SID and Segment are used interchangeably in this table. So a Prefix Segment is a Prefix SID.
** Adjacency SIDs could be configured globally but it is usually not recommended since doing so would
mean keeping unnecessary forwarding state
*** The term “shortest path” should really say “shortest path according to the applied algorithm”. The default

is the simple SPF algorithm but SR Architecture allows for the use of other algorithms, such as Strict SPF.
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